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 ©CionSystems Inc. ALL RIGHTS RESERVED. 
 

 
This guide may not be reproduced or transmitted in part or in whole by any means, electronic or 

mechanical, including photo copying and recording for any purpose other than the purchaser's 

use under the licensing agreement, without the written permission of CionSystems Inc. 

 

The software application in this guide is provided under a software license (EULA) or non-

disclosure agreement. This product may only be used in accordance with the terms of the 

applicable licensing agreement. 

 

This guide contains proprietary information protected by copyright. For questions regarding 

the use of this material and product, contact us at: 

 

CionSystems Inc. 

6640 185th Ave NE 

Redmond, WA-98052, USA 

http://www.CionSystems.com  

Ph: +1.425.605.5325 

 

 

 

 

 

 

 

Trademarks 

CionSystems, CionSystems Inc., the CionSystems Inc. logo, CionSystems Active Directory 

Recovery are trademarks of CionSystems. Other trademarks and registered trademarks used in 

this guide are property of their respective owners. 

http://www.cionsystems.com/
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1. Introduction 

Active Directory Recovery - The AD Recovery provides a feature set above what a 

system state backup can provide. The Active Directory AD Recovery is designed to 

give granular backup and restore of individual Active Directory attributes. 

 

2. Highlights 

 
Complex tasks are simplified (no scripting needed). 

100% web based - manage Active Directory from anywhere and any PC running 

a browser. 

 

3. System Requirements 

 
CionSystems Active Directory Recovery needs: 

 

• 512MB RAM (1GB Recommended). 

• 50 MB of disk space. 

• Web Browser IE 5.5 or higher. 

• Windows Server 2000, 2003, 2008, 2008R2, 2012, 2012R2, 2016 

• IIS server 5.1 or higher. 

• Microsoft .NET 3.5 Framework. 

• Access to Windows Active Directory (2000, 2003, 2008, 2012, 2016). 

• SQL Server 2008 or higher Full or Express Edition.  

 

4. Installation 

 
CionSystems Active Directory Recovery can be installed from the web. 

 

 

 4.1 Installing from the Web 

After registration of the ActiveDirectoryRecovery trial version, an email will be sent   

with the link to download ActiveDirectoryRecovery.msi. 
To install from the website: 

 

1. Open email. 

2. Click on the ActiveDirectoryRecovery.msi link. 

3. Save ActiveDirectoryRecovery.msi file to the hard drive. 

4. When the download is complete, go to start > windows explorer. 

5. Open the file where ActiveDirectoryRecovery.msi file was saved. 

6. Double click on ActiveDirectoryRecovery.msi file. 
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7. Setup process will start. 

8. Go to step 1 in Installation Wizard. 

4.2 Installation Wizard 

 

  The welcome screen will open 
 

1. Click Next 

 
 

 

 

 

 

 

 



 

Copyright© CionSystems Inc., All Rights Reserved Page
 Page 6 
 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

2. Click Next in System Requirements and Info screen. 

 

 

 
 

 
 

 

 

 

 

 

3. Select I Agree. 
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4. Click Next. 

 

5. System Authorization pop up will appear, enter Username and Password, Click on 

Next button. 
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6. Service Authentication pop up will appear; enter correct Username and Password, 

for service, Click on Next button. 
 

Ex:  Username: DomainName\administrator and Password 
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7. SQL Server Configuration pop up will appear, In Configuration Details, you 

can select SQL Authentication or Windows Authentication. 
 

 

For Windows Authentication Enter SQL database Server name, and Click on Next. 

 

For SQL Authentication Enter SQL database Server name, Enter Login and Password 

Enter valid details and Click on Next. 
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8. Database Options pop up will appear, if you are installing the application for 

first time then select the checkbox for create new database otherwise 

uncheck. 

 

Note: 

 

To use the “Use Existing Database” radio button, AD Recovery database 

should be already exist in the selected SQL database server. 

 

 

If AD Recovery database already exist in the selected SQL database server and 

if you choose “Create New Database” radio button, then old database will be 

deleted and new database will be created. 
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9. Click Next
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10. Click Next 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

11. When the installation is complete, click Close. 
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5. Configuring CionSystems Active Directory Recovery 

1. Click on Start Button> All Programs> AD Recovery 

icon. OR 
Click AD Recovery Icon on desktop. 

 

2. The login screen will open in the default web browser, to login on to the 

application for the first time 

 

Enter “admin” in the User Name dialogue box. 

Enter “admin” in the Password dialogue box. 

 

Note: It is recommended that user name and password should be changed 

after the application has been launched. 
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3. Enter the required domain details and configure the domain. 

 
• Domain Name. 

• Domain Controllers. 

• Domain User Name. 

• Domain Password. 

• Description. 

• Click on save. 

 

4. The installation is completed. 

 

Once Active Directory Recovery is successfully installed and launched, the home 

pages appear with a view of the active directory objects. 

 

For instructions on how the Active Directory Recovery can be customize to meet 

individual user needs please refer to “Active Directory Recovery Help Guide “. 

 

 

 For issues related to iis and sql server refer the document Troubleshooting of IIS and  

SQL Server Common errors. Please refer to the Troubleshooting Help Documents folder 

present in the package 
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Contact Notes: 
For technical support or feature requests, please contact us at Support@CionSystems.com or 
425.605.5325 
For sales or other business inquiries, we can be reached at Sales@CionSystems.com or 
425.605.5325 
If you’d like to view a complete list of our Active Directory Management solutions, please visit us 
online at www.CionSystems.com 
Disclaimer 
 
The information in this document is provided in connection with CionSystems products. No 
license, express or implied, to any intellectual property right is granted by this document or in 
connection with the sale of CionSystems products. EXCEPT AS SET FORTH IN CIONSYSTEMS’ 
LICENSE AGREEMENT FOR THIS PRODUCT, CIONSYSTEMS INC. ASSUMES NO LIABILITY 
WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING TO 
ITS PRODUCTS INCLUDING BUT NOT LIMITED TO THE IMPLIED WARRANTY OF MERCHANTABILITY, 
FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT SHALL 
CIONSYSTEMS INC. BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR 
INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, 
BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR INABILITY TO 
USE THIS DOCUMENT, EVEN IF CIONSYSTEMS INC. HAS BEEN ADVISED IN WRITING OF THE 
POSSIBILITY OF SUCH DAMAGES. CionSystems may update this document or the software 

application without notice. 
 
 
CionSystems Inc. 

6640 185th Ave NE, 

Redmond, WA-98052, USA 

www.CionSystems.com 

Ph: +1.425.605.5325 

 
 

This guide is provided for informational purposes only, and the contents may not be reproduced 
or transmitted in any form or by any means without our written permission. 
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